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Goal of SGFR
• SGFR: Secure Groupware for First Responder:
• The goal is to design a framework for enhancing  

groupware packages such as instant messenger and 
video conferencing tool,
– with security through 

• scalable group key management (Keystone from UT Austin), and
• secure model secure group policy management (Antigone from U. 

Michigan)
– With stress level and tool usage effectiveness evaluation

• This is a joint project with Dr. Chip Benight of psychology 
department.

• The enhanced secured groupware will be tested in a 
field trial with City’s Emergency Response team.
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SGFR Features

Security Enhanced Groupware
Instant messenger

(JabberX)

Group Communication Server
Instant Messaging Server

(Jabber)

Psychology Evaluation
Stress Level Tracking

Effectiveness of Tool Usage
(Keyboard/Mouse Event Tracking,
History of Commands, Mistakes, 

Popup Quiz?)

Group Key Managment
Secure Group 

Rekeying system
(Keystone)
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SGFR System Architecture

SGFR 
Group Key Server

SGFR 
Instant Messenger

Server

SGFR Client

SGFR Client

Group key distribution
SGFR Client

Sign-in create/join chat 
groups

Registration/authentication

Encrypt/Decrypt msgs
using group key
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SGFR System Operation 



6

Associate JabberX client with 
Keyserver and Jabber server

• Users login to the Jabber server
• If login successful, the client registers with 

the Keyserver.
• When a user creates/joins a group,  the 

Keyserver gives a key to the client.
• When a user leaves the group,  the 

Keyserver generates a new key for the 
remaining members of the group.
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First group key 
assigned to group

Second group key 
assigned to group
When a member 

joined

User ganesh joining group g1

User ayen joining group g1Output of the Keystone Server
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Packet captured by Ethereal Packet Sniffer

Output of the Jabber server running on a machine

Encrypted “Hello”

Surrounded by <body>tag
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Testing Results

366.38427.5975260.5725Avg/Run
434.12118.15259.464
769.08706.04253.933
126.78652.74249.282
135.54233.46279.621

Group Leave Time 
(ms)

Group Join Time 
(ms)

Client Registration 
Time (ms)

Runs
Table 1 time taken for client registration group join, group leave

1007949.38195K
305934.5360K 
105986.0525K
35302.478.5K

Time Taken (ms)File size 
Table 2 time taken for file transfer
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Conclusion
• A secure group communication software  

package SGFR v.0 was developed. 
– Use Digital Certificate to authenticate client access.
– Group keys are distributed when members join/leave 

or based on some time period.
– Group key is used to encrypted the messages.
– Enhance text-based chat with remote file download 

and remote display.
• Ported the SGFR v.0 to run on handheld devices 

include PDA running Linux and Sony PalmTop.
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Future work 

• Improve the file transfer capability using Reliable 
Multicast Transport Protocol. 

• Improve Keystone’s error handling mechanism 
between keyserver/registrar and client manager. 

• Improve Keystone client manager by moving it 
into socket layer and providing socket layer API 
between a client manager and data processor.

• Integrate with Wireless Sensor Networks and 
improve security of their operations.
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