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Why Wireless Networking
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Advantages :

9 No "plug ins" 

9 Increased Productivity

9 Easier network 
expansion 

9 Flexibility and 

9 Lowers the cost of    
ownership

9 Use Unlicensed Band



Security  Problems in 
Wireless LAN 802.11a/b/g

¾ Weak Wired Equivalent Privacy  (WEP) Encryption 
¾ MAC address based access control does not work

¾ AiroSnort or AiroPeek can intercept the wireless frames.
¾ Intruders can change their MAC address settings to gain 

access.

¾ Secure holes in Authentication Protocol 802.1. 
¾ subject to “Man in the Middle” attack

¾ WEP key  and certification distribution problems
¾ Two competing standards: PEAP and TTLS.



IEEE 802.1x - Architecture
¾ IEEE 802.1x is a port-based network access control solution to 

authenticate every network user accessing the LAN services.
¾ It defines an encapsulation technique that allows for the transmission 

of EAP packets between the Supplicant and Authenticator in the LAN 
environment.
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Two New EAP –TLS Extensions
EAP-TTLS and PEAP

¾ PEAP – developed by 
Microsoft, Cisco.

¾ Windows XP is 
currently the only 
operating system that 
supports PEAP. 

¾ Can use only EAP -
generic token card 
inside the tunnel [MS-
chapv2]

¾ TTLS - developed by 
Funk and Certicom, 

¾ Linux, Mac OS X, 
Windows 95/98/ME, 
Windows NT/2000/XP. 

¾ Can use any 
Authentication Method -
CHAP, PAP, MS-
CHAPv2 and EAP

Research Goal : Design and Implement PEAP on a 
Linux Server, Resolve inconsistency between 
server and client to support both PEAP/TTLS



EAPEAP-- Tunneled Transport Layer Tunneled Transport Layer 
Security (EAPSecurity (EAP-- TTLS)TTLS)

¾ TTLS is a two-stage protocol - establish security in stage one, 
exchange authentication in stage two.

¾ The user’s identity and password-based credentials are 
tunneled during authentication 

¾ Provides: mutual authentication,  key generation , client 
identity privacy and data cipher suite negotiation



How PEAP Works
PEAP – Phase 1: Establish TLS Tunnel

¾ Client/Supplicant associates 
with AP - EAPOL  

¾ Authentication Server is 
authenticated to the 
Supplicant using PKI 
certificate.

¾ Supplicant sends machine 
credentials to authenticator 
over the established TLS 
channel

¾ Authenticator checks 
Client’s validity and if valid,  
generates the WEP key

¾ Authenticator delivers key to 
supplicant and transitions 
controlled port status to 
permit supplicant access to 
LAN



How PEAP Works 
PEAP – Phase 2: Authenticate Client

¾ Client is requested user 
identity

¾ Supplicant responds by 
sending user credentials 
to authenticator

¾ Authenticator checks 
validity by looking up the 
user database 

¾ If user id valid, 
authenticator extends 
controlled port status to 
permit supplicant full
access to LAN

¾ User is logged on to the 
domain and the network 
is open



Our Secure WLAN Testbed



What We Achieved

¾Developed PEAP and TTLS modules 
for Free-Radius Server.

¾First Free-Radius server supports both 
PEAP and TTLS. 

¾Support both Window and Linux clients 
with secure wireless access.

¾Using Mchapv2 and digital certificates 
for strong secure authentication.



TTLS vs.PEAP

TTLS vs PEAP 
[Toshiba - 366.604mhz]
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TTLS vs. PEAP 
Two clients simultaneous access

TTLS vs PEAP 
[Running Requests Simultaenoulsy From 

Toshiba and Hobbit]

600
700
800
900

1000
1100
1200
1300
1400
1500

1 2 3 4 5 6 7 8 9

1
0

1
1

1
2

1
3

1
4

1
5

No of Times

T
im

e
 T

a
k
e
n
 t
o
 

P
ro

c
e
s
s
 R

e
q
u
e
s
ts

 in
 

m
se

c TTLS
PEAP



Performance Result 
Radius Server runs on 1GHz PC 
TTLS outperforms PEAP by 10%

TTLS vs PEAP 
[hobbit - 996.785mhz]
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Future Work

¾Fix problems with dynamic wep key on 
Linux clients.

¾Post our enhanced radius server on 
sourceforge.net. Make us famous!-

¾Study how to apply PEAP/TTLS 
authentication protocols to Secure 
Mobile Ad Hoc Network!



Conclusion

¾Developed a Radius Server with both 
PEAP and TTLS is possible. A lot of 
work and courage is needed.

¾TTLS performs 10% better than PEAP.
¾Our enhanced Radius Server can serve 

both Windows and Linux clients. 


